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AN OVERVIEW OFINDOWS AZURE

Cloud computing is her&unningapplicationsand storing dataon machinesn an Internet-accessible

datacenter caroffer plenty ofadvantages. Yetvhereverthey run, applications are built on some kind of

platform. For ompremises applicationg} dzOK | & (K2a4S NlzyyAy3 Ay &ERS |y 2NBIF
platform usually includes an operating system, some way to store data, and perhapsApplieations

running in the cloud need a similar foundation

The goal ofWindows Azure ito provide this. Part of the largéindowsAzureplatform, Windows Azure
is afoundationfor runningapplications and storing data in the cloud. Figuiiuktratesthis idea
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Figurel: Windows Azure applications run in Microsoft data centers and are accessed via the Internet.

Rather than providing software that Microsoft customers can install and run themselves on their own
computers, Windows Azutedayis a serviceQustomers use it to run applications and store data on
Internet-accessible machines owned by Microsadtose applications might provide services to
businesses, to consumers, or bottere are some examples of the kinds of applicatiorsd tanbe built

on Windows Azure:

7 An independent software vendor (IS®Quld create an applicatiorthat targets business users, an
approachii K I ditéd deferred to asSoftware as a Servig&aaS)Windows Azure was designed in
LI NI G2 &adzllll2 NI a A ONE soBVstateiso Baigs a foundafion FoldnriatO G A 2y a =
of busines=oriented cloud software



J  An ISV might create a SaaS application that targets consuratrer than businessesBecause
Windows Azure is intendetb support very scalable software, a firm that plans to target a large
consumer market might well choose it aplatform for a new application.

0 Enterpises mightuse Windows Azure to buildnd run applications thatre used bytheir own
SYLX 28SSad 2KAES GKAAa aAldzZ G6A2y LINROI otfakingg2y Qi NBJj
application, the reliability and manageability thaWindows Azureoffers could still make it an
attractive choice.

To support cloud applicatianand data, Windows Azure has fa@mponents as Figure 2 shows

Windows Azure

Figure2: Windows Azure hafive main parts: Compute, Storage, the Fab@ontroller,the CDN, and
Connect

Those components are:

7 Compute: runs applicationsin the cloud. Those applications largely see a Windows Server
SY@ANRBYYSyYyi(is FfliK2dAK GKS 2AyR2¢4a ! 1 dz2NB obJNEINI YYAY
premiseswWindows Server model.

1 Storagestoresbinary and structured data in the cloud

11 Fabric Contrdér: deploys,manages and monitoss applications The fabric controller also handles
updates to system software throughout the platform.

7 Content Delivery Network (CDNMNpeeds up global accessbinary data in Windows Azustorageby
maintaining cachedopies of that data around the world.

7 Connect allows creating Hevel connections between epremises computers and Windows Azure
applications.

Therest of this sectionintroduceseachof thesetechnologies



COMPUTE

Windows Azureompute can run many different kinds of applicatioMhatever an application does,
however, it must be implemented as one or maodes Windows Azure then typically runs multiple
instanceof each role, using builh load balancing to spread requests across them. Figure 3 shows how
this looks.

Web Role Worker Role VM Role
Instances Instances Instances

HTTP/HTTPS, TCP i Virtual Machines

Figure3: A running Windows Azure application consists of any combination of Web role instances,
Worker role instances, mad VM role instances

In the current version of Windows Azure, developers can choose from three kinds of roles:

2 Web roles, intended primariljo make it easier to creat®Veb-based applications. Each Web role
instance has Internet Information Services ([TSpre-configured inside it, so creating applications
using ASP.NETWindows Communication FoundationWCH, or other Web technologies is
straightforward. Developers can also create applications in native togsing the .NET Framework
Aay Qi NB ihemis Nd&tRey canifstaland runnon-Microsoft technologies as well, including
PHP andava

7 Worker roles, designed to run a variety of Windelwased codeThe biggest difference between a
2S00 NRBftS IyR F 22NJ] SNJ NRBf S dnfigurdd fhside thén? il SoNBe N2 f S&a R 2
O2RS (KS@& NHzy AEoykeriiole Kkt furSaRsimalation) far xé@mple handlevideo
processingodoy ST NI & FyeiKAy3a SfasSed LGIQa O02YY2y F2N +y | Ll
Web role, then had tasks off to a Worker role for processit@nce againa developer is free to use
the .NET Framework or other software that runs on Windows, includingMiorosoft technologies.



1 VM roles,each ofwhichrunsa userprovided Windows Server 2008 R2 imagenong other things, a
VM role can sometimes be useful movingan on-premises Vihdows Server applicatioto Windows
Azure.

To submit an application t&/indows Azurea developer can use the Windows Azure portal. Along with
the applicationshe submits configation informationthat tells the platform how many instances of each
role to run. The Windows Azure fabric controller then creategtaal machine VM) for each instance,
running the code for the appropriatele inthat VM.

As Figue 3shows, requests from thé LILI A Ol (i dahé ade uidgSpkbEocols such as HTTP,

l¢e¢t{X YR ¢/t d | 2¢S3S NloadKkehaacShcid lplideStandes of A MR FS> (G KS& QI
.S0FdzaS GKS f2FR ol I yOSNJItiRep&tcyaRridle instafia@liok SONBQ a1 AyWw=23 |y |
support for sticky sessionsli KSNBEQa y2 gF& (2 3Jdza N yiSS GKIG YdzZ GALX S
be sent to the same instanadarole¢ KA & AYLI ASa GKIFIG 2AyR2¢6a !'1dz2NB NefS
their state themselves between requestastead, any clienspecific state should be written to Windows

Azure storage, stored in SQL Az(arother component of the Windows Azure platfornoy maintained

externally in some other way.

A developer can usany canbination ofWeb role instances, Worker role instancasd VM role instances

to create a Windows Azure applicatidn¥ G KS | LILX AOFGA2yQa t2FR AYyONBIlIasSaz
portal to request morenstances for any of the roles his applicationlf the load decreases, he can

reduce the number of running instances. Windows Azure also exposes an API that lets all of these things

be done programmaticatyOK I Yy 3Ay 3 (G KS ydzYoSNJ 2F NHzyyAy3d Ayaidl yoSa
interventiont butthe platformd& ay QG F dzi2YIF GA Ottt & aoltS |LILX AOFdA2ya
To creatéWindows Azurapplications, a developer uséhe same languages and tools as for any

Windows application. She might ite a Webrole using ASP.NENhd Visual Basic, for example,use

WCF andC#. Similarly, she might create a Workale in one ofthese.NETlanguageswork directly inC++

without the .NET Frameworlor use Javaind while Windows Azure provides aitts for Visual Studio,

using thisdevelopment environmeni a y Qi N&&vViedipeNdBd=heés installddHP, for example

might choose to usanother toolto write applications

To allow monitoring and debugging Windows Azure applications, each instance can call a logging API that
writes information to a commoiapplicationwide log. A developer can also configure the system to

collect performance counter®r an application measurets CPU usage, ste crash dumps if it faiJsand

more. This information is kept in Windows Azure storage, and a developer iofretté code to

examine it. For example, if a Worker role instance crashes three times within an hour, custom code might
ASYR Iy SYFAft (G2 GKS LWL AOFGA2YyQa FRYAYAA(GNF G2 N®

The ability to execute code éfundamentalpart ofF  Of 2 dzR LJt | (i @auyly Aplicatidris A G Qa vy 2
alsoneed persistent storage. Meeting this need is the goal offirdows Azurestorage service,
described next.

STORAGE

Applicationswork with data in many different way#ccordingly, the Windows Azureosage service
provides segral options. Figure 4 showise choices



Applications and Data

“«o s ::'

Figure4: Windows Azure Storage provides blobs, tables, and queues.

The simplest way to store data in Windows Azureageris to use blobs. A blob contains binary data, and
as Figure 4uggél G & = (0 K S NB Q a : Bachéoitaihkedtas cortaindhaldr Mdbekbiobs. Blobs can
be big up to a terabyte andthey canalsohave associated metadata, such as information about where
a JPEG photograph was taken or who shgeris for an MP3ife. Blobs also provide the underlying
storage forWindows Azure driveg mechanisnthat lets a Windows Azure role instance interadgth
persistent storagasif it werea localNTFS file system

Blobsare just right for somaituations 6 dzii i h&ractunedbfordtiera Tolet applicationsvork
withdatainamore find NI Ay SR gl &3 2AyR2ga ! 1 dz2NB &0G2N}F3S LINRJDARS:
name:¢ KS&S | NSy Qi mMRidtdeact chgididéis abthaly fstéréddn gibupof entitiesthat

containproperties And rather than using SQL, an applicatanqueryl (| 6 f SQ&e RI (I dzaAy 3
conventions defined bppData Thisapproach allowscaleout storaga scaling by spreadindata across

many machines more effectively tharwould a standardrelational database. In fact,singleWindows

Azuretable cancontainbillions of enities holding terabytes of data

Blobs and tables are both focused on storamgl accessindata. The third option in Windows Azure

storage, queues, has a quite diffetgrurpose.A primaryfunction of queues is to provide a way for Web

role instances to communicatasynchronouslwith Workerrole instances. For example, a user might

submit a request to perform some compuitgtensive task via a Wehterfaceimplemented ly a

Windows Azure Welonle. The Webrole instance that receives this request can write a message into a

queue describing the work to be done. AWorkeleA y 3 G yOS GKIF Q& 6FAGAYT 2y (GKA3Z
the message and carry out the task it speciffasy results can be returned via another queue or handled

in some other way.



Regardless of hodata isstoredr in blobs, tables, or queugsall information held in Windows Azure

a02NF3S A& NBLIX AOFGSR GKNBS (GAYSad ¢KAAa NBLXAOFGAZY |
systemprovides strongonsistency, however, so an application tivamediatelyreads data it has just

written is guarateed to get backwhat it wrote. Windows Azure also keeps a backup copy of all data in

another data center in the same part of the world. If the data center holding the mainisamavailable

or destroyed, thidackupremains accessible.

Windows Azure storage can be accesbgd Windows Azure applicatioby anon-premisesapplication,
or by an application running at a hoster on another cloud platforminall of thesecases, all three
Windows Azure storage styles use the conventiorRBSE to identify and expose datas Figure 4
suggestsBlobs, tables, and queues are atlamed using URIs and access&kstandard HTTP operations.
A NET clientanusea Windows Azurgrovided libraryto do this, butA i Q #equyfe2itiian application
can also make raw HTTP calls.

Creating Windows Azure applications that use blobs, tables, and queues can certainly be useful.
Applications thately on relational storagean instead us&QL Azure, another component of the
Windows Azure platform. Applicatis running on Windows Azure (or in other places) can use this
technology to get familiar SGiased access to relational storage in the cloud.

FABRICONTROLLER

AllWindows &ure applicationsind al of the data in Windows Azuréssageresidein some Microsoft
data center Within that data center, the set of machines dedicated to Wiws Azureand the software
that runs on themare managed by the fabric controlleFigure Sllustrates this idea

Fabric
Controller

Figure5: The fabriccontroller interacts with Windows Azurapplicationsvia a fabric agent.



The fabric controlleris itself a distributed LJLI A O (repl2atedabrésk djraud of machinedt owns

all of the resources in its environmergomputers, switches, load tzadcers, and moreBecause it can

communicate with dabric agenton every computer,lis@lsoaware of every Windows Azure application

in this fabric (Interestingly, the fabricontroller sees Windows Azuréosage as just another application,

and sothe details of data managememind replicationr NSy Qi @A aAioftS (G2 (GKS O2y GNP f

This broad knowledge lets the fabric controltkra number ofusefulthings. Itmonitors all running
applicationsfor examplegiving it an ugo-the-Y A y dzii S LJA O (i ajzppeBing# dsodeddeswheie K
new applications should ryrhoosing physical serv&to optimize hardware utilizationTodo this, the
fabriccontroller depends on theonfigurationA y' ¥ 2 NJY | &uplaagled Witk leatONindows Azure
application.This fie provides an XMhased description oivhat the applicationneeds how many Web

role instances how many Workerole instances and more. When the fabric controlldeploysa new
application, it uses this configuration file to determihew many VMs to create.

hy OS A i Qase\dNI¢ fabBcBontiblierzhen monitors eactof them. Ifan application requires
five Webrole instancesand one of themdies,for example the fabriccontroller will automaticallystart a
newone. Similary, if the machinea VMis ruming on dies, the fabricontrollerwill start a new instancef
the role on another machingresetting the load balancersnecessary to point to this neWM.

Windows Azurdoday gives developers fiwgM sizes to choose frorithe options are:

1 Extrasmall, with a singleore 1.0 GHz CPU, 768MB of memory, and 20GB of instance storage.
7 Small, with a singleore 1.6 GHz CPU, 1.75 GB of memeang, 225GBof instance storage

2 Medium, with a duatore 1.6 GHz CRPB.5GB of memory, and90 GBof instance storage

J Large, with dour-core 1.6 GHz CRWGB of memory, and,000GBof instance storage

_J Extralarge with an eight-core 1.6 GHz CRW4GB of memory, ané,040 GBof instance storage

An extrasmall instance sires a processor core with other extsaall instancesFor all of the other sizes
however, each instance hasne or morededicated coes. This meanshat applicationperformance is
predictable with no arbitrary limiton how longan instance caexecute AWebrole instance for
examplecan take as long as it neettshandle a request from a usesr a Workerrole instancemight
compute the value of pi to a million digits.

For Web and Worker roles (although not for VM roles), the fabric controllematéstages the operating

system in each instance. This includes things such as applying OS patches and updating other system

software. This letselelopers focus solely on creating applicatoisK S& R2y Qi ySSR (2 62 NNE
managing the platform itselt. siifiportant to understand, however, that the fabric controller always

assumes that at least two instances of every role are running. This lets it shut down one of them to

update its software without taking down the entire application. For this and othasaas, running a

single instance of any Windows Azure role is usually a bad idea.

CONTENT DELIVERYWPRK

One commoruseof blobs is to store information that will be accessed from many different places. Think
of an application that serveguwideos, forexample, to Flastgilverlight or HTML Elients around the



world. To improve performance in situations like this, Windows Azure provides a content delivery
network. The CDN stores copies of a blob at sites closer talibets thatuse it Figure 6 illgtrates this
idea.

Figure6: The Windows Azure CDN caches copies of blobs around the world, letting users access that
information more quickly.

52y QG GF 1S (KS the WiBdemRzuie ZBN dcthallyhasImant ore global caching
locations than it showts but the concept is correciThe first time a particular blob is accessed by a user,
the CDN storga copy of that blob at a location thaQ & 3 S 2 3 NJ th.JKak uSdr. Thie Bext Griiezhis S
blob is accessed, its contents will be delivered fithmcache rather than from thenore remoteoriginal.

For example, suppos&/indows Azurés used to providdA RS 2 &  gpdértingeveRts t& &faflung

I dZRASYOS® ¢KS TFANRG dzaSNJ gK2 | 00SaasSa I LI NIAOdzZ I NI @)
AayQi eSi OFOKSR Ay I Of 2aSNJ f 2 Osbeé beteyperfotmiarice 2 1 K SNJ dz& S
however, since usintipe cached copy lets the video load more quickly.

CONNECT

Running applications ithe Microsoftcloud is useful. But the applications and data we use inside our
2NBFYAT FdGA2ya FNByQil J2Ay3 | gl & | yeprehitge¥S az22yod DAGBSY
environmentswith Windows Azure is important.



Windows AzureéConnectis designed to help do this. By providingélel connectivity between a
Windows Azure application and machines running outside the Microsoft cloud, it can make this
combination easier taise. Figure 7 illustrates the idea.

Applications “

and Data

: Role |
-’ W Instances

Endpoint

Figure7: Windows Azure Connectallows IRlevel communicationbetween an onpremises Windows
machineand a Windows Azureapplication.

As the figure shows, usifindows AzureéConnectrequires nstalling anendpoint agenbn each on

premises computeti K 1 Q& 02y ySOGAyYy3a {2 .(Becduseyhk ahdolody Feliedld | LILIK A O |
IP v6, the endpoint agent is available today only for WindSeswver 2008, Windows Server 2008 R2,

Windows Vista, ad Windows 7.Jhe Windows Azure application also needs to be configured to work

with Windows AzuréConnect Once this is donehe agentcan usdPsec tdnteractwith a particular role

in that application.

b2GS GKI G -fieddedvirthadipi@té networR (¥8N). While Microsoft has announced plans to

offer this eventuallyWindows Azure Conneit a simpérsolutionSSG G Ay 3 Al dzLd R2Say Qid NBJj o
contacting youmetwork administrator, for instanced t ( K I { Qthe abilByljodastMNB&® A a

endpoint agenton the local machineThis approach also hides the potential complexity of configuring

IPsec A (i Q& R 2 Yy QVindods\NzueZConnectd

Oncethe technology is set ypoles in a Windows Are application appear to be on the samen&work
as the onpremises machinerhis allows things such #® following:

7 A Windows Azure application can access aspamises database directly. For example, suppase
organization moves an existing Windofsrver application built using ASP.NET into a Windows Azure
Web role. If the database this application uses needs to stay on premisémdmws Azure Connect

10
















































