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AN OVERVIEW OFHEWINDOWS AZURELATFORM

Usingcomputersin the cloudcan make lots of sensRather than buying and maintaining your own

machines, why not exploit the acres of Interratcessible servers on offer today@r someapplicatiors,

both code anddata might live in the cloudyhere somebody else manages and maintadiressystems

they use Alternatively, gplications that run insidan organizationt on-premises applicatiorts might

store data in the cloud or rely on other cloud infrastructure servite8. 6§ S@SNJ A 1 Qa4 R2y Sy SELX 27
Ot 2 dapabikitiescan improve our world

Butwhetheran application runs in the cloud, uses services provided by the cloud, or both, some kind of
application platform isequired Viewed broadly, an application platform can be thought of as anything
that providesdeveloperaccessibleservicedor creating aplicationsor storing data In theon-premises
Windows world, this includes technologies suchdadows Server an8QL ServeiTo let applications
exploit the clouda cloudapplication platformmustalsoexist.

This is exactly whahe MicrosoftWindowsAzure platformprovides.L ia@@®up ofcloudtechnologies
each providing a specific set of services to application developeysre 1 shows its components

Windows Azure

Figurel: TheWindows Azure platformsupports applications, dataand infrastructure in the cloud
together with a cloud marketplace

TheWindows Azure latform today has four parts

i

WindowsAzure A Windowsenvironment for running applicationsnd storing dataon computersin
Microsoft data centers.

SQL Azurerelationaldata services in the cloud based on SQL Server.

Windows Azure AppFabri€loud-based infrastructureservices for applicationsinning in the cloud
or onpremises



7 Windows Azuréviarketplace An online service for purchasing clobdseddataandapplications

All four of these components run Microsoftdata centerdocatedaround theworld: two in North
America, two in Europe, and two in Asia. Developers using the platform can controldealtéichenter
runs their applications and stores theirtdagiving them the ability to place both closer to their users.

Eachpart of the Windows Azure platfornhas its owrrole to play This overviewlescribesll four, first at
a high levelthenin a bit more detailThe goal is to provide a bpjcture introduction to thiscloud
platform.

WINDOWSRAZURE

At a high level, Windowazureis simple to understandt runsWindowsapplicationsandstoresdatain
the cloud. Figure 2 shows its components.

Figure2: WindowsAzureprovidescompute and storage services the cloud

Thefive parts of Windows Azure today are the following:

11 Compute The WindowsAzurecompute servicauns application®n a Windows Serverfoundation
These appliations carbe created using theNET Framewori languages such as C# aviidual Basic,
or they can be built without .NET @++Javaand other language®Pevelopers can usdisual Stuih
or other development toos, YR (G KS@QNB FNBS {2 ASNBT WinBo@Ky 2f 23ASa
Communication Foundatio(WCF)and PHR

7 Storage:This servicallows storing binary large objects (blobs), provides queues for communication
betweencomponents oWindowsAzureapplications, and even offers a form of tables witkimple
query language(Windows Azure pplications that needraditional relational storage caalso use



SQLAzure) Both Windows Azure applications and-premises applications can access the Windows
Azure storage service, and both do it in the same way: usirgSa Rl approach.

7 Fabric controller: As the figure suggests, Windows Azure runs on a large number of machines. The
fabric controlle & 22 0 the fnactiin®s i a/sigie Windows Azure data center into a cohesive
whole. The Windows Azureompute andstorage services arethen built on top of this pool of
processing power

71 Content delivery network (CDNEaching frequently accessed data closer to its users speeds up
access to that data. The Windows Azure CDN can do this for blobs, maintaining caulkedtsites
around the world.

7 ConnectL 1 Q& 2FGSy dzaS¥dzZ F2N 2NHFEYATFGA2ya (2 AyidSNI O
GKS 2NBFYAT I (ARigdoSs AZiréGonneEtRINS dHisf rhatting it easier for, say, a
Windows Azure applicatn to access an epremises database.

Running applications and storing data in the cloud can have clear benefits. Rather than imsyatiing,
andoperatingits own systems, for example, an organization can rely on a cloud provider to do this for
them. Also, customerpayjust for the computing and storage they use, rather than mtaining a large

set of serveronly for peak loadsAndapplicationswritten for Windows Azurean scaldetter, be more
reliable, and require less administration than thosetien using the traditional Windows Server
programming model.

To create, configure, and monitor applications, Winddsirecustomerscanusea browseraccessible
portal. A custometogs in witha Windows Live ID, then chooses whether to creat@stingaccount for
running applications, atorageaccount for storing data, or botiMicrosoft then charges each customer
based on how much compute time, storage, and bandwidth that customer uses. Hoppheation
charges itown customest if it charges thenat allt is entirely up tahe people who create that
application

WindowsAzureis a general platfornthat can be used ia broad set o§cenarios. Here ara few
examples:

7 Anindependent software vendorn$\ creating asoftware-asa-service $aa¥pverson of anexisting
on-premisesWindows apglication might choose to build it on Windowszure BecauseéWindows
Azuremostly provides a standar@/indowsS Y GANRBY YSyYy (X Y2@Ay3 GKS | LILX A0
this cloud platformg 2 y Qi (péskJmady prdleéns. Andonce againbuilding on an existing
platform lets the ISV focus on business lodilce thing that makes them moneyrather than
spending time on infrastructure.

7 An enterprisecreating an application for its customeos employeesmight choose to hild it on
Windows Azure BecauseWindows Azure supports .NEX RS @St 2LISNAR A GK GKS NAX 3|
difficult to find, nor are they prohibitively expensive. Rurmithe application in Microsoftlata
centers frees the enterprise from the responsibility and expense of managing its own séuveirsgy
capital expenses into operating expensésd especially if the applicatiomas spikes in usage
YI &06S A dlioeaflowerystord yhat must handlegi KS a2 i K S NXJetting5MicéosofNHza K
maintain the large server base required for themmake economic sense.



1 A startup creating a new Web sitethe next Facebook, saycould build its application on Windows
Azure. Because this platform supports botheMfacing services and background processes, the
application can provide an interactive user interface as well as executing work for users
asynchronously. Rather than spending time and money worrying about infrastructure, theuptart
can instead focus selly on creating code that provides value to its customers and investors. The
company can also start small, incurring low costs while its application has only a few users. If the
application catches on and usage increases, Windows Azure can scale thatippdis needed.

These three examples illustrate the kinds of things organizations might do with Windows Azure, but
iKSe@ QNB y2i IAYintSdsthnlcldad doingliing CoAtitu@sho grow, expect toaeariety of
applications createdor this cloud platform

SQLAZURE

Along with running applications, another attractive wayuse the cloud is for storing dat8QLAzure
addresegsthis area, offering cloutbased services faelational data As Figure 3 show§QLAzuretoday
includes three compnents

/
/

Windows Azure I

Figure3: SQLAzureprovidesrelational databaseservicesn the cloud.

The components of SQL Azure today are the following:

7 SQLAzure Databaserovides acloudbaseddatabase management syste(@BMS) This technology
lets onpremises and cloud applications store relational data on Microsoft servers in Microsoft data



centers. As with other cloud technologies, an organization pays only for what it uses, increasing and
decreasing usage (and cost) as thelosgA T F A2y Qa ySSRa OKIy3ISo ! aAy3a |
converting what would be capital expenses, such as investments in disks and DBMS software, into
operating expenses.

7 SQL Azure Reporting is a version of SQL Server Reporting Services (SSRE) thahe cloud.
Intended primarily for use with SQL Azure Database, it allows creatidgublishingstandard SSRS
reports on cloud data.

1 SQL Azure Data Syaltows synchronizing data between SQL Azure Database apdeonises SQL
Server databases. ltan also be used to synchronigiata acrossdifferent SQL Azure databases in
different Microsoft data centers.

SQLAzureis built on Microsoft SQL Servéis with SQ Server, developers can createexes andiiews,
usestored proceduresgefinetriggers, ad more.Applications can access SQL Azure datagEntity
Framework ADO.NE;Tand other Windows data access interfaces. In fact, applications that today access
SQL Server locally will largely work unchanged with data irA3@t Customers can also uee-

premises software such as SQL SeAmalysisServices to work wittheir cloudbaseddata.

While applications can use S®turemuch as they do a local DBMS, the management requirements are
significantly reducedRather than worry about mechanics, sugs monitoring disk usage and servicing log
files, a SQRzurecustomer can focus on tlredata; Microsoft handles the operational detailandas with
other components of tfs cloudplatform, customers use the common Windows Azure platform portal to
accessits services

Applications mightise SQLAzurein a variety of ways. Here are some examples:

7 A Windows Azure application can store its data in 8Qlre While Windows Azure provides its own
d02N) 3Sx NBtFGA2y It (I 0t S&SinceNdagyCekisting gplicaiondiuseS 2 LIG A 2 y
relational storage and many developers know how to work with it, a significant number of Windows
Azure applications rely on S@izureto work with data in this familiar wayror example, a SaaS
application built on Windows Azure might create a separate SQL Azure database for each customer,
providing an intrinsically multienant design. Anda improve performance, customers can specify
that a particular Windows Azure appligat must run in the same data center in which S&ure
Databasé 41 2 NBa& GKF G FLILX AOFGA2yQa AYTF2NNIGAZ2Y @

_J An application in a small business or a department tafrger organization might rely on S@zure
Rather than storing its data in a SQL Server oregxaatabase running on a computer under
42YS02Re&Qa RSal1sx GKS LWXAOFGA2Y OFlYy AyadSIR aGF1S |
storage.lt can also create reports on this data using either SQL Azure Reporting or S$RSises.
If the organization wisheto maintain an ompremises copy of the datas wel) it canuse SQL Azure
Data Sync to synchronize the cloud andpreamises databases

7 Suppose a manufacturer wishes to make product information availbbth to its dealer network
and drectly to customers. Putting this data in SBfurewould let it be accessed by applications
running at the dealers and by a custorfacing Web application run by the manufacturer itself.



2 KSGKSNI AGQa F2NJ &dzLJLJ2 NI A y 3 ata mérd afdeibler othef rdabdis, | LILIE A OF G 2
data services in the cloud can be attractiVée goal o5QLAzureis to provide these services in a familiar,
usable way for cloud and goremises applications

WINDOWS AZURE APPRKB

Running applicationand storing datan the cloudare bothimportant aspecs$ of cloud computing.
¢ K S §a®fB the whole storyhoweverL (0 Q& | f @ Brovidi2ciodddasetifrastructure
servicesFilling this gap is the goal @indows Azuré\ppFabric.

The functians provided byAppFabridodayaddress common challengesbuildingdistributed
applications. Figure ghows itscomponents

\ Sgrvice Bus “ Aﬁess‘CQntml ] chi

I Windows Azure I

Figure4: Windows Azure AppFabriprovidesWindows Azurebased infrastructureserviceshat can be
used byboth cloud and onpremises applications

As the figuresuggestsall of he components o¥Vindows Azuré\ppFabricare built on Windows Azure
0Lt GK2dAK (KSe R2yQil Fff LINRPGARS aosedrpdétaraz2f St e (2 -2
the following:

9 { SNBAOS .dzaY 9ELIRAAY3 |y | LILX A Ol ilinkightyseed Tha GobllldA OSa 2y
of Service Bus is to make this simpler by letting an application expose endimoih&scloudthat can
be accessed by other applications, whetherpgmemises or in the cloud. Each exposed endpoint is
assigned a URI, which clients can use to locate and access the service. Service Bus also handles the
challenges of dealing with network address translation and getting through firewalls without opening
new ports for exposed applications.

71 Access ControlThere are many ways for a user to get a digital identity today. The options include
Active Directory, Windows Live ID, Google Accounts, Facebook, and more. If an application wants to
let users logn with ary of thesei K S | LILJtrdator faces #hg’ dadnting challenge of supporting



this plethora of approdues. Access Control simplifies this providing buikin support for all of them
(and more). It also provides a single place for defining rules to control what eaclsuséswed to
access.

.~ CachingL 0 Q&4 O2YY2y F2NJ [ LILX AOFGA2ya G2 | O0O0Saa GKS
this kind of application is to cache frequently accessed information, reducing the number of times

that application must query a database. The Caching service providesathisthe performance
boost it brings for Windows Azure applications.

Microsoft has anounced plans to add more services under the Windows Azure AppFabric banner, so
expect this listo grow in the nottoo-distantfuture.

As with Windows Azure and SQL Azorestomers us@ browseraccessible portal to sign up for
AppFabric. Once this hagen done, these services can be used variety of ways. Here are some of the
possibilities

7 Suppose arenterprisewishedto let software at its trading partners accesse of its applicationslt
could exposeahis | LILX A O ( A 2thfdugh SAATY RESAf@efvicescreated using WGRhen
registerthose serviceendpointswith Service Budts trading partners could then use Service Bus to
find these endpints and access the services.

_J Imagine thatthe creator ofthis same applicatiomeeds to lettrading partners log in with a variety of
different identities. Rather than implementirgupport for these identities hiself, he could use the
Access Control service hide this complexity.

7 A Windows Azure application created using ASP.NET might uSefision object to store petient

state. By changing only a configuration setting, the application can cause this data to be kept in the
Caching service rather than, say, Windows Azure Storage tables. Doing this is likely to make the

application faster ad more scalable.

Along with the clouebased services of Windows Azure AppFalMicrosoftalso providesn analogous
technology known as Windows Server AppFabric. As its name suggests, the services it provides run on
Windows Servar they support onpremises applicatiortsrather than in the cloudThe onpremises

serviced NBexdetlythe sametoday asthosein Windows Azuré\ppFabric (although A ONR a2 T i Qa
announced plan is make the two congrught 5 2 y Qi ptHBough@uitffisdzap&rRhe name

G! LILICF 6 NR O éer té the clizi@lithsed ser@iceddBoF R2y Qi O2y FdzaS 2 A
with the Windows Azurdabriccontroller® 9 @Sy (i K2dz3K 020K O2y Gl Ay
separate technologies addressing quite distinct problems.

Yy R
[’]

WINDOWS AZURBARKETPLACE

In the onpremises world, many applications are purchased rather than cudtoith Many organizations
also rely on datasets from commercial providers. With the rise of the cloud, why not let custbnters

and buy cloud applications and cloadcessible data? Making this possible is the goal of Windows Azure
Marketplace. Figure 5 shanits two components.

al Y
1T dzN
i SNY



Figure 5: Windows AzurMlarketplaceprovides an online marketplace forcloud applications and data
The two parts of Windows Azure Marketplace are:

1 DataMarketd 2 NA JA Y| f £ & O 2ppfiding & &R forccénterit providersitnake datasets
available. Customers can browse the offerings, then purchase whatever they find useful. Applications,
both custom and ofthe-shelf (such as Microsoft Exgelcan then access this data through RESTful
requestsor the ODataprotocol.

1 AppMarke, providing a way for creators of cloud applications to expose those applications to
potential customers. AppMarket will be available sometime after DataMarket.

Using the cloud to find, evaluate, and purchase data and applications makes sense. Thé\§ondbuofs
Azure Marketplace is tmakethese thingseasier to do.

A CLOSER LOOK AT THEHNOLOGIES

Having a broad understanding thfe Windows Azure platforns an important first stepMaking good
decisions require@ deeperunderstanding ofhesetechnologies however. This section takeshghtly
more indepthlook at eachmemberof the family.

WINDOWSAZURE

Windows Azure INB @ A R Scbmnioily calleddatform as a Service (PaaBather than offering a

cloud replica of the opremises world tioffersk KA IKSNJ ft S@St 2F aSNWAOS GKIGQa
for both developers and administratorsWhat follows walks through thive components that

collectively provide this service.

10



Compute

Anapplicationbuilt on the Windows Azureomnpute service is structureds one or moreoles When it
executes, the application typically runs two or mametancesof each role, with each instance running as
its own virtual machine (VM). Figure 6 shows how this looks.

Virtual
Machines

HTTP/ HTTPS, TCP //

399909990 -

Figure6: A running Windows Azureapplication consists of any combination &Veb role instances,
Worker role instancesand VM role instances.

AWindows Azurepplication today can be created usitigee kinds of roles:

7 Web roles, intended primarily for running W4idased applications. Eh Web role instance has
Internet Information Services (lIS) 7 prenfigured to run inside it, so creating applications using
l{t®b9¢X 2/ CZ 2NJ 204KSNJ 2SS0 (SOKy2ft23ASa Aa aiNI AIK
using PHP, Java, and otlmem-Microsoft technologies.

7 Worker roles, designedtrun a variety otode. A Worker role might run a simulation, for example,
2N GARS2 LINRPOS&aaAy3da 2N ybitaNbpplicatiofitd itérdcy/vath 8drsa S LG Qa
through a Web rolethen handasks off to a Worker role for processing.

7 VM roles, which can run a usprovided Windows Server 2008 R2 imagevM role can be the right
choice for moving some epremises Windows Server applications to Windows Azure.

When a developer gives Windows Azan application to run, she submits configuration information
along with it Among other things, this information tells the platform how many instances of each role to
run. The Windows Azure fabric controller then creates a VM for each instance, rihaingde for the

11



appropriate role in each VM. And as Figuriedicates requests from the outside world are load bated
across all instances of a role.

This has an important implicativh ¢ 2 0SS &aOFf+6fSY 2AyR2¢4& ! ThétNS NRES Ay
statethemselves between requests SO dza§ GKS 2R ol fFyOSNI R2SayQid | f¢€z
particular role instance it KSNBX Qa y2 adzllll2 NKSKRBNBRAV2ROpReadaaRnanBl yis
requests from the same user will be sentthe same instancdnstead, ay clientspecific state should be

written to Windows Azure storage, stored in SQL Azure Databaseaiotainedexternally in some other

way.

For role instanced)Vindows Azurdets developers choose froseveralVM sizeseach with a specific
number of processor cores and memoS8ince eacimstancecan beassigned one or more corges
applications have predictabjgerformance And o increasehe load an application can handiés owner
or the application itsel€anrequestanincreasen the number of running instancder one or more roles
The WindowsAzurefabric controllerwill then spin up new VM#$or these instanceand startthem
runningL G Q& | f & explitiil®ydedrdage th& nuinier of instances for a rokdtihg an application
grow and shrink as needed to handle changing loads.

For developers, building\WindowsAzureapplicationlooks much like building a tradition&/indows

application.Microsoft providesVisual Studigrojecttemplates for instance, tdhelp developers create
WindowsAzureapplications Also, he WindowsAzuresoftware development kiincludes aversionof the

WindowsAzureS Yy @A NR Y YSy G G KIF i NMzy & Kaoyn a$ RSEWiRIGS 8zZurg LISNDa YI OKA
developmentdbric, itimplements a loal replica ofthe WindowsAzurecompute andstorageservices A
developercancreateand debuchisapplication using thiocal simulacrumthen deployit to Windows

Azurein the cloudwhenA (r&ady. WindowsAzurealso provides other services for deveds such as

information abouta runningl LILJ A GDPWkdnguyii@iénincoming and outgoing bandwidth, and

storageusage

Storage

Applications work with data in many different ways. Sometimes] &l | réiqg@irédare simple blobs, while

other situationscall fora more structured way to stormformation. AndA y a2 YS Ol Ftf GKI G
needed is a way to exchange data between different parts of an applicatiordowsAzurestorage

addresses all three dhese requirements, as Figuresiiows.

12



Figure7: WindowsAzureprovidesblobs,tables, andqueues, all accessed a RESTful styleia HTTP
HTTPSor OData

The simplest way to store data WindowsAzurestorage is to use blobs. As #ig 7suggestsii K S NS Q &

simple hierarchyA storage account can have one or ma@ntainers each of whictholdsone or more

blobs.Blobs can be bigas large as a terabytacht andto make transferring large blobs more efficient,

they can potentiallype subdivided intdlocks. If a failure occurs, retransmission can resume with the
most recent block rdter than sending the entire blofigain. Blobsanalso have associated metadata,
such as information about where ?E@hotograph was taken or who th@omposeris for anMP3 file.

Another way to use blobs is through Windows Azdniges which can be mounted by a role instan@ée
underlying storage for drive is a blob, and so once a drive is mounted, the instance can reagréaad
file system data thagetsstored persistently in a blob.

.t20a FNB 2dzad NRIKG F2NJ a2YS {AyRa 2F RIGHZ

be misled by thenamet KS&4S | NBY QUONBY I 1AQYEt SOHEGf $&2 dzaAK
data they contain is actually stored irsatof entities with propertiesA table has no defined schema;
instead, progrties can have various types, such as int, string, Bo@ateTime. Andather than using
SQL, an applicatiozanaccess (i | dath $&iRghe simple query language defined by ODa&tasingle
table can be quite largewith billions of enities holdirg terabytes of data, an@/indowsAzurestorage
canpartition it across many serveisnecessaryo improve performance.

Blobs and tables are both focused on storing data. The third optivvimdowsAzurestorage, queues,
has asomewhatdifferent purpose A primaryuseof queues is tdet Web role instances communicate
with Worker role instances. For example, a user might submit a request to perform some cempute

13
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intensive task via a Web page implemented BiyimdowsAzureWeb role. The Web role instanceath
receives this request camrite a message to a queuedescribinghe work to be done. A Worker role
AyaalyOoS (KIGQa ¢ ihenieddyhd messagelandxairy duitre xSk it §pkecifies. Any
results can beeturnedvia another queu®r handled in some other way

wS3I NRf Saa 2in lHoBsgtables) 6 ueuesalRdiits eld inWindowsAzurestorage is

replicated three times¢ KA & NB LI AOIF GA2Yy Ffft26a8 FlrdzZ G G2t SNIFyOST a&aa
guarantees constency, however, so an application that reads data it has just written will get what it

expects.

WindowsAzurestorage can be accessed eitherdWindowsAzureapplication or by an application
runningsomewhereelse Inboth casesall threeWindowsAzurestorage styles use the conventions of
RESTandthe OData protocdfor tableg to identify and expose datd&verything is named using URd
accessed witlstandard HTTP operations, so clients can be created using .NETrdstiar familiar
technologes.

TheWindowsAzureplatform charges independently for compute and storage resourtkis means that

an onpremises applicatiosanuse justWindowsAzurestorage, accessing its data in the RESTful way just
describedFor example, a Windows&er applcation running iran enterprisedata centemmight choose

to store backups in Windows storage blobs.

FabricController

9SSy (K2dAK | 2AyR2¢4a ! 1 d2NB LI AOFGA2Y NMzya Ay +ads
those VMs. Instead, as describeadrlier, she just tells the platform how many instances the application

needs, and Windows Azure silently creates the necessary VMs and runs her application. This magic is

performed by the fabric controller, a fundamental aspect of Windows Azure.

Along wit creating VMs and starting the applications that run in them, the fabric controller also monitors

all running instances. A role instance might fail for many reasons; maybe the code threw an exception or

GKS +a ONJ} &KSR 2NJ (KSnwdKtdoivia. WhatevedtieNdasddheifabrd NXzy y Ay 3 2
controller will start a new instance to maain the total number of instances required for this application.

The fabric controller also handles housekeeping tasks like pattieéngperating systenand other

system software, which minimizes the need for administrators. These are all examples of why Windows
Azure is viewed as PaasS: It provides a platform that lets customers run applications without worrying
about administering the environment they run in.

Contert DeliveryNetwork

One common use of blobs is to store information that will be accessed from many different places. Think
of an application that serves up videos, for example, to Flash, Silverlight, or HTML 5 clients around the
world. To improve performate in situations like this, Windows Azure provides a content delivery

network. The CDN stores copies of a blob at sites closer to the clients that use it. This speeds up delivery
of frequently accessed content, improving performance for users of thisnrdton.

14



Connect

Windows Azure applications can interact with the outside world via HTTP, HFTIEE,. But suppose

82dzQR tA1S G2 O2yySOG | NRtS Ay Fy FLLIXAOLFGAZ2Y (G2 | )
suppose an organization decidiesmove anexistingASP.NET application to Windows Azure, but wishes

G2 1SSLI G§KS | LiLdhprérisés’SQlySeraer dalahasséndaws AdurgConnect allows

this.

Using this option requires runningindows Azure&Connect software on the epremises machine that

contains SQL Server, and it also requires some straightforward configuration. (This configuration can be

done by tte developer 1 KSNBE Qa y2 ySSR G2 3Si I OngeShisegsadnd, alllofRY A Yy A & (G NJ
the instances inthe Webro@ y 6 SKIF @S I & A F ndiworkas el BOL Befveriméchined I YS Lt

In fact, they can use the san8QL Servaronnection string as when the application was running on

premises 1 KSNBX Qa4 y2 RAFFSNBYyOSo

b2GS GKI G -fiedded virthadpi@inetwork TviR)f While Microsoft has announced plans to

let customers connect tWindows Azur@dA I I +xt bX GKAA&a AadayQi OdINNByGfe a&dzl
Windows Azure Connetd domainjoin a Windows Azure application to an-premises Active Dir¢ary,

however. Doing this allows single sigm by orpremises users to the cloud application, and it also lets

the application use existing Active Directory accounts and groups for access control.

The goal of applicationlgtforms, whetheron-premisesor in the cloud,isto supportapplicationsand
data. WindowsAzureprovides a home for botbf these thingsGoing forwardexpectto seea substantial
share of what would have been garemisesWindowsapplicationsnsteadrunning onthis new cloud
platform.

SQLAZURE

A DBMS in the cloud is attractive for many reasdatting a specialized sepg provider ensure reliability
and performessentiaimanagement functionsan makesense especially for organizations that find these
things hard to do on their owrData in the cloud can also be accessed by applications running anywhere,
even on mobile devices. And given the economies of scale that a service provider enjoys, using a cloud
database may well be cheaper than doing it yourself.

SQL Azurprovidesthesethings together with clouebased reporting and data synchronization services.
And while all othem are important, the place to start is with the foundation: SQL Azure Database.

Database

SQLAzure Databasis simple to understandAs seen by an applicafi, it provides the core database
functions of SQL Server as a cloud serviigure 8howsthe basicf this technology.

15



Figure8: Applications access data in S@Fure Databaséi K N2 dzZ3 K a A ONEP & #rvidQ@pata ¢ 5{ LINE ( 2

An application using S@izure Databas¥ A 3K NXzy 2y 2AyR2g¢a ! 1 dzNBZ Ay Ly Sy

a mobile device, or somewhere else. Wherever it runs, the applicifjminally accessesata via a

protocol alled Tabular Data Stream (TDB)is is the same protocol used to access a local SQL Server
database, and so a S@kure Databasapplication can use any existing SQL Server cli¢ng.includes

Entity FrameworkADO.NET, ODBC, Paifél others And tecause SQL Azure Database looksdike

ordinary SQL Server system, standard tools can also be used, including SQL Server Management Studio,
SQL Server Integration Servicasd BCP for bulk data copdso, as Figure 8 shows, applications can
optionally access SQL Azure Database using OData.

EachSQL Azuraccount can have one or more logical servers. (Note that these provide a way to organize

the data and billing for an accounti K S& | NBy QG F QlGdzr £ AyadlyodoSa 2F {v]
multiple databases, each of which can betafb0 gigabytes in size. A user is free to use multiple

databases if required, spreading data across them for better performantm other reasonsL (i Q& I f & 2
possible to store a snapshot of o8€L Azurdatabase into another, providing a simple backup

mechanism.

For the most part, an application using S&ure Databaseees a familiar SQL Server environment. A few
things are omittedh y (1 KS (i Qubdentyerdse idwedsd, such as the SQL Common Language
Runtime (CLR) and support foil-text seach. (Microsoft says that both will be available in a future

{

N>

version) f 423 0SOlFdzaS FRYAYAAGNI GA2y A& KIyRftSR 0@ aAONRaA

admiistrative functions! O dza (i 2 Y StHdwOthe/sgstem, doKekample, or interact ditiyowith

the hardwareitrunson. y R | & @2dzQR SELISOG Ay | aKIFINBR SYy@ANRYyYSy

timeT no single request can take up more than a-gdefined amount of resources.
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Yet while the environment lookguite standard, the serviceraapplication gets is more robust than what
a single instance of SQL Server provides. As in Windows Azure storage, all data storezim&QL
Databasas replicated three timefor high availability Also like Windows Azure storage, the service
providesstrong consistency: When a write returrieg data hasbeenmade persistentThe goal is to
provide reliable data storage even in the face of system and network failures.

Whether an application needs multiple databases or just one,/2Qte Databaseanhelp developers

FRRNB&aa I Nry3aS 2F a0SyFINAR2ad 2KFEISOSNI LINRPotSY Aa 0857
remains the same: to provide a familiar, reliable, and-tmst cloud database fananykinds of

applications.

Reporting

Storingdata in SQL Aire Database can heseful But as soon abhat dataexistt G KSNBXQa f A1 Steé& G2
demand for reports based on that data. Meeting this demand is the purpose of SQL Azure Reporting.

Based on SQL Server Reporting Services (SSRS), this technology providdsasetbway to create

reports.

DA@GSyYy GKFG {v[ !TdzNB 5FiGFolrasS t221a tA1S {v] {SNIBSNJI
premises with the data it contains. Sdwy bother to provide a cloud reporting service as w8(@L Azure
Reporting todaytargets two main scenarios:

7 Reports created using SQL Azure Reporting can be publiske8@b Azur&eportingportal, letting
users access it there, or made accessibleatly via a URL.

7 An ISV can embed reponmiblished to theSQL Azur&eportingportal in any application, including
Windows Azure applicatian This lets users access those reports without leaving the application. To
do this, the ISV can use the stand&@dportViewer controls in Visual Studida 1 Q&4 y 2 RATFTFSNBy i
embeddingon-premisesreportsinto applications

SQL Azure Reporting is designed to work with data stored in SQL Azure Database. Reports used with SQL
Azure Reporting are created gumemises, bwever, withBusiness Intelligence Developer Stydre

Visual Studidhosted tool thaf2 @so used to creat8&SRS reports. In fa8QLAzure Reportingelies on the

same reporting formatexpressed in the Report Definition Language (RBed with SSRS.

[A1S 2G6KSNJ FaLlsoda 2F {v[ !'1TdNBX {v][ !1Td2NBE wSLE2NIAYS3
2y LINBYA&AS&ad ¢ KSNDB QschedulizydnBupscriptonsyfd exanuze)ithiat\elia rép@tNJ

be run and delivered at regular intervagtill, cloudbasedreporting servicesan bedzd S ¥ dzf Sreany R (1 KS@& Q
important partof the SQL Azure technology family.

Data Sync

Storing data in SQL Azure Database can make it accessible to any application with an Internet connection.
Still, there are ofn situations where it makes sense to maintain a copy of this db@ased data in some

other place. Suppose an organization needs to have apremises copy of the same information, for
example, for performance reasons or to ensure access if the netwidsk For scenarios like this, the

ability to synchronize data in SQL Azure Database with other data stores is useful.
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LGiQa fglkea LJ2aaAao tdeyodselfuddy th&Miciosoft Sykd\Rayhdwork. TTd\ngake

this easier, Microsoft provideS® Azure Data Sync. Rather than requiring its user to write tioide,

technologyis entirely configuratiordrivend | f § K2 dz3 K dzy & dzZNLINA aAy 3If &3 A0Q& odzAf
Framework) As Figure 9 showSQL Azure Data Sysupports two options today.

SQL Azure . SQL Azure
Database Synchronization Database
with SQL Azure —
i Data Sync i
- e B |
”
\
o\
Synchronization \ sQL Server

with SQL Azure \
Data Sync h

Figure9: SQL Azure Data Sync can synchronize data between SQL Azure databaséween aSQL
Azuredatabase and ofpremises SQL Server database

The twosynchronizatioroptions arethe following

7 Synchronizing data between a SQL Azure database and-premises SQL Server database. Having
an onpremises copy of cloud data might make sense for a variety of reatayhean organization
wants to make sure that this data is always availafde,instance,even in the event of network
failures, or perhap®NB 3 dzf | GA2ya NBIldzANB G(GKFG | O2Lle 2F GKS RIEG
02NRSNE® ! yR S90Sy inkaarapkcatiprvghards dgairsthaxdware fadhirésiithe
RFEGFQ&a 26y SNI YAIK( -préndsesdackufi @opyYhlehef adrmidisyfativie grrod,y
such as incorrect table deletions.

7 Synchronizing data between SQL Azure databases in diffefiemdsoft data centers. For example,
adzllllz asS Fy L{zx 2N I 3Jt20lrtf SYyGSNIINAAS ONBIGSa Iy |
To provide good performander all of them its creator might chose to run this application ithree
different Windows Azure data centers: one each in North America, Europe, and IAsle
application stores data in SQL Azure Database, it miglyt 8 SQL Azure Data Sync to keep
information synchronized across these three data centers.

SQL Azure Data Symses a hukand-spoke model. All changes are copied first to the SQL Azure database
hub, then out to the spokes (referred to asembers. The merbers might be other SQL Azure databases

18



or on-premises SQL Server databasesoth cases,he technology providesynchronizatiorof an entire
database or just specific tablewith changes made tanycopypropagated toall of the others And while

A (posaible to initiate synchronization manual§QL Azure Data Syalsoincludes a scheduling service.

This lets users schedule, say, hourly synchronization between a pair of datdb&sesS @GS NJ A G Qa dz
purpose is the same: providing a sghtforward way to synchronize data betweerS®L Azure database

in a Microsoft data centeandone or more databasdscatedsomewhere else.

Qx
w
¢
™M

WINDOWS AZURE APPRAB

Applications exist because their business logic has value. Yet applicaipmasinfrastructure to provide
a foundation for that logic. A good application platfoprovides this infrastructuregpplication
RSOSt 2LISNAR akKz2dzZ RyQid ySSR (G2 gNARGS Al GKSYyaStgSao

Windows Azure AppFabnizovides infrastructure for application3he people whareate applications
can benefit from different kinds of infrastructure, and AppFabricontains various partd his section
takes a closer look &ervice BusAccess Contrpand Caching, the threeomponents ofVindows Azure
AppFabridoday.

Service Bsn

Suppose you have an application running inside your organiztitadrexposes &Vebservice built with
Windows Communication Foundation (WCF). Suppose furthe@taidzQ R cdniietttBis sérdice
through the Internetto software running outside yourrganization This client software might be running
on a cloud platform, such as Windowsure, or insidanother organization.

At first glance, this can seem like a simple probl&mceyour application provides its functionality
throughWeb services (diter RESTful or SOARsed), you can just make those Web services visible to the
outside world. When you actually try to do this, though, some problems appear.

First, how cartlientsin other organizations find endpoints they cannnectto for your service It would

0S yAOS (2 KI@®S a2YS {AYR 2F NB3IAaAGNR 6KSNB 20KSNE Of
it, how can requests from software in other organizations get through to gewice Network address

translation (NAT) is very common,lsg/ | LILX A OF GA2y FTNBIljdzSyifte R2SayQi KI @
SEGSNytrtted I yR SOSyYy AF bl ¢ AayQi 06SAy3a dzaSR:I K2g OFy
open firewall ports to allow access to your application, but network administsaft@wn on this.

Service Bus addresses these challengegpire 1&hows how.
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Windows Azure 1

FigurelO: A WCF service can register endpoints wilkrvice Bus, then havelientsdiscover and use
those endpoints to accesthe service.

To begin, youtWCF serviceegisters one or more endpoints with Service Bus (stefrd) each registered
endpoint, Service Bus exposes its own corresponding endfsigp 2).Service Bus assigns your

2NBFYATFGAZ2Y | 'wL NR20GX 0St26 4K 7oOlke Bk diawsBourFf NES (2

endpoints to be assigned specific, discoverable URIs.

When aclient running in the cloud or epremises at some other organizati@rishes to access your

service it contacts the Service Bus registry (s&o find the endpoinfLINE @A RA Yy 3 (G K.FhisSYy RLIZ Ay (i Q

request uses the Atom Publishing Protocol, and it returns an AtomPub service document with references

to the endpointsService Bus exposes on behalf of your applicati@mce it has thes¢he clientcan

invokeoperatiors on the services exposéarough these endpoints (stef). For each request Service Bus

receivesit invokes the corresponding operation in the endpoint exposed by your WCF service (step 5).

M GK2dzaK AdQa y20G akKz2gy A yadiked Snnecich beNdsen a{ afNddtiorO S . dza
and its client whenever possible, making their communication more effigient.

CKSNBQ& |y 200A2dza ljdzSaidAzy KSNBw¥requssHronsSelviCBist @ R2 S &
back to your service deal with ¢éhrchallenges of NAT and firewalls? The answer is that in step 1, your

service opened a TCP connection with Service Bus for this exposed endpoint. Service Bus holds this
connection open, which solves two problems. First, NAT is no longer an issue, dificetrthe open

connection with Service Bus will always be routed to your application. Second, because the connection

gF& AYAGAIFIGSR TNRBY AYyaARS G(GKS FANBgLrifx GKSNBQa yz2
this connection the firewallw2 y Qi 6f 201 GKA& GNIFFAOOD
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Along with making communication easier, Service Bus can also improve security. Because clients now see

2yfte Iy Lt | RRN’aa LINPYARSR o0& {SNWAOS .dzax GKSNBQa
organization. This effgively makes your application anonymous, siicK S 2 dzi aA RS 62NI R Ol y Qi
Service Bus acts as an external DMZ, providing a layer of indirection to deter attackers.

While an application that expossits services via Service Bus is typically impleegnising WCHients

can be built with WCF or other technologies, such as@lava 2 6 S @S NJ (i knésecteNEanONS | § SR X
make requests vi@CPHTTPor HTTPSApplications are also free to use their own security mechanisms,

such as encryption, to shiétheir communication from attackers.

Service Bus providesfew moreuseful features, including these:

7 Support for message buffers, which act like simple queues. Rather than require a client to make
direct calls to a service, the client can placmessage of up to 256 kilobytes into a message buffer.
Themessage is persisted to disk (i Q& tRadeNthesetviBe can then read this message at some
later time. And as usual in the Windows Azure platform, the persisted messages are replicated to
guard a@inst failures.

1 The ability for multiple WCF services to listen on the same URI. Service Bus will then randomly spread
client requests across all of the listening services. The goal is to provide both load balancing and fault
tolerance for the WCF services

9ELIRAAY I | LIX AOIGA2ya (2 (GKS 2dziaARS 62NIR AayQid & :
make implementindheseinteractionsas straightforward as possible.

Access Control

Working with identity is a fundamental part of most distrited applicationsThe modern approach to

this, calledclaimsbased identitylets a user send takenfull of claimsthat contain identity information.

hyS Of LAY YAIKG O2yil Ay GKS dza S Nhetaggdt ay®apshd 2 NJ SEI YLI S
belongs ta An application can use the claims in a token to decide what the user is allowed to do or in

other ways.

In a claimshased world, tokens are issued tofentity providers (IdPspome IdPs, such as Active Directory

Federation Services (AD FS) 2X@stenside organizations. Others, such as Windows Live ID and Google

Accounts, are accessible to anyone via the InterBachapplication can decide which IdPs it trusts and

GKdza 6KAOK (21Sya AGQa sAft Ay (dde yolrOdnpainymight2 NJ SE | Y LI ¢
only accept tokens issued by your own AD FS server, while an application running on the Internet might

accept tokensssued by, sayzoogleand Facebook

Yetdifferent IdPsuse different token formats, and they represent claims in different ways. An application
that directly accepts identities from Google, Facebook, and Yahoo, for instance, would need to handle
these differencedself. But why do this? Why not insteadeate an intermediary that cageneratea

single token format with a commampresentationof claims”oing this would make life simpler for the
people who create applicationsincethey now need to handle only one kind of token.

TheAccess Control servidmes exactly this, providing antermediaryin the cloudfor working with
claimsbased identity Figure 1howshow it works.
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Figurell: TheAccess Contradervice makes it easier for applications to accept identity information
issued by different idently providers

As the figure shows, an applicatitimat relies onAccess Contradan run either ofpremises or in the
cloud.In either case, the process begins when a user attempts to access this application via a browser
(step 1). The application then redcts the browser to an IdP whose token this application will accep:.
user authenticates herself with this |dgych ady entering a username and password, and the IdP
returns a tokercontainingclaims abouter (step 2).

bSEGZ (KS dza S MEAP takenBiEcesS RontidStghR).Access Controlalidates the
token, making sure that it really was issued by this IdP, then creates a new token accondhmajdoer
ruleshave beerdefined for this application (step 4Access Contraontainsa rules engine, allowing each
applicatioQ & | R Y Aty defind v ibkemdfrom various IdPs should be transformed intbeoess
Controltoken. For examplef different IdPs use different fonats for representing username&ccess
Controlrules cartransform all of these into a common username striAgcess Contrahen sends this
newtoken back to the browser (step 5), which submits it to the application (step 6). Once it has the
Access Contrdbken, the application verifies that it really wasussl byAccess Contrpthen uses the
claims it contains (step 7).

While this process might seem a little complicated, it actually makes life significantly simpler for the
creator of the application. Rather than handle diverse tokens containing varionsscldie application
can accept identities issued by multiple identity providetsle stillreceivingonly a singléoken with
familiar claims. And rather than require each application to be configured to trust varioush@Be trust
relationships are instead maintained Bgcess Control an application need only trust.
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As Figure 11 showAgccess Contrdias builtin support for several identity providers, including AD FS 2.0,

Windows Live ID, Google, Yahoo, and Fackblb@an also work with angP that support©penID.

Browsers and other clients can requésicess Contrdbkens using either OAuth 2 or WiBust, andhese

tokens can have various formats, including SAML 1.1, SAML 2.0, and Simple Web Tokefn(Gw/T).

create applications that acceptccess Contrabkens, Windows developers can use Windows Identity
C2dzyRF(GA2Y 62LCUOU® O0LGQ& 62 NI K Acdess Cdnthoy/tedt@ dzi 2 K2 6 SOSNE
Windows it couldjust as welbe used by a Linux applidat that accepted only Google and Facebook

identities.)

Working with identity is importanin nearly every distributed applicatioihegoal ofAccess Contras to
make it easier for developers to create secure applications that accept identities fremseliproviders

By putting this service in the cloud, Microsoft has médevailable to any application running on any

platform.

Caching

For many applications, one tife most effective ways to improve performance is by caching frequently
accessed data.iige applications tend tasethe same information over and over, making this

information more readily accessibéan makethe application faster. Doing this is the purpose of Windows
Azure AppFabric Caching. Figure 12 illustrates the idea.

L=
“ached Datc

— Cached Dat

1 Windows Azure 1

Figurel2: Windows Azure AppFabric Caching speeds up access to frequently accessed data for
Windows Azure applications.
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The Caching service providesliatributed cachefor Windows Azure applicationalong with a library to

access this cachés Figure 18uggeststhe service includealocal cachehat can keepa copy of recently

accessed datdemsin each ofanl LILJ A Qdleh ¥ ZYiQy OSad LF | RFEGF AGSY GKS |1
found in the local cache, the cache library automatically contacts the sharée paovided by the

Caching service. Alse figure showsthis cache ispreadacross a number dVindows Azurénstances,

SIFOK K2f RAY3a RAFFSNBYG OFOKSR RIFE{GlI® ¢KA&A RAGSNRERAGE A2
application justrequest I RFGF AGSYSZ {KSy¥inth&dache) and Rturdikfi©@S FAYR Al
whatever instance contains it.

wSOSyidte I 00SaasSR RIGF AayQd Fdzi2 Yl A Otirfsdrigdat®l OKSRZ
items in the cachesuchasbyza Ay3 GKS /I OKAy3 !'tLod LGQa | faz2 Ll2aaio
running on Windows Azure to store Session object data in the Caching service, speeding it up without

changing any of its code.

K 2
t

Windows Server AppFabric, the-premises analogat Windows Azure AppFabric, also provides a Caching
service. In fact, the two are very similar. The biggest different is that unlike{psesmises counterpart,
Windows Azure AppFabric Cachingisaservick SNBQa y2 ySSR (2 O2nfieA 3dzNBE & SNIE
cache. Instead, all of this is handled automatically by the service itself. And the cloud Caching service is

multi-tenant, so each application using it gets its own instance. Because the application must authenticate

itself to this instance, datheldA y G KS /I OKAy3 &ASNIBAOS AayQi | O0Saairofs

Caching can make applications faster and more scalable with little effort from developers, and so using it
makes sense. By providing caching as a service, Windows Azure AppFabric Cacldribisealeterto
do.

WINDOWS AZURBARKETPLACE

[ f2dzR LI I GF2N¥Y& | NB dzaSTdzZ I odzi oférbgapoicatodam | YSI y &
data that provide value for people. Since the Windows Azure platform provides a foundation for both,
wke akKz2dzZ RyQd Al Ffaz2z AyOftdzRS | gl & F2NJ LIS2LXS G2 TFAyY

The Windows Azure Marketplade designed to address this nedts two components, AppMarket and
DataMarket, let users find, try, and purchase applicationsa@atd, respectively. While both are
important, DataMarket will appear first, and so what follows focuses onasectof the Marketplace.

Buying applications is common todayearly every organization does it. Buying data is less common, but
A G Qa ingp2rtarit. $1dng firms sell many different kinds of data, including demographic information,
financial information, legal information, and much more. Yet using purchased data typically requires
figuring out whether the data you need existisding a firm hat offers it, then determining whether their
data meets your needs.

All of this is more difficult than it needs to be. Why not create one place where customers can find all
kinds of data from all kinds of content providers? Why not let them examine ditee td make sure it

meets their needs, then purchase what they need right then and there? The DataMarket component of
Windows Azure Marketplace was createddm these thingsFigure 13 shows its main components.
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Figure 13 Built on Windows Azure, th®ataMarket allows access toontent partner datasetsstored in
Windows Azure, SQL Azure, or externally.

As the figure suggests, both people and applications can access information through DataMsirkgta

Windows Azurebased application called the SargiExplorer, a user can see what datasets are available,

then purchase what she needs. Once this is done, applications can access that data using RESTful or OData
requests. The datasets made available by DataMarket can be stored aMitldows Azure platfion itself

usingWindows Azure Storage or SQL Azure Database. They can also be stored externally, such as in a data
OSYyi(iSNI 26ySR o6& (GKS O02yiSyid LINRPJARSNW ¢KSNBQa y2 NBIjc

For customers, DataMarket provides a single plexfind, buy, and access a variety of commercial

datasets. For content providersghe owners of those data setsDataMarket offers a chance to expose

GKSANI 2FFSNAyYy3Ia (2 Y2 NKloud giEtfdrd. WiieeBnterit prouiaisHét prises ONR & 2 T i Q2
for their data, DataMarkeprovides a billing s&ice that frees thenirom dealing directly with customers.

Microsoft will also vet the quality of the content providers, limiting DataMarket initially to just the top five

providers in a particular industry.

LI AOFGA2ya INB FNBS (2 dzaS LIzZNOKIFaSR REGE Ay Fyeé gl
Microsoft Excel 2010, for example, darO0OS & a 51 il al NJ SGQa Ay F2NidriAzy RAND(
usethe PowerPivot for Excsupport for O@ta to access information from DataMarlder data analysis.

LiQa fa2 Ll2aarofsS (2 O2YoAyS RIFGF LIzZNOKFaSR FNBY 51
created using SQL Server Reporting Services.

25









